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D.C. Circuit Supports Standing in Data Breach Class-Action Suit,
Citing Substantial Risk of Future Identity Theft
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On August 1, 2017, the U.S. Court of Appeals for the District of Columbia Circuit reversed the dismissal of a
putative class action brought after health insurer CareFirst, Inc. suffered a cyberattack. The D.C. Circuit
determined that the plaintiffs had standing to sue, because they had plausibly alleged a substantial risk of
future identity theft due to the data breach.! The decision in Attias, et al., v. CareFirst, Inc. puts the D.C.
Circuit in line with the Sixth and Seventh Circuits in upholding standing for plaintiffs claiming injury in a
data breach case, but at odds with the Second and Fourth Circuit on the issue.

Case Lessons

The holding deepens a split between circuits on whether plaintiffs have standing to bring claims resulting
from a data breach. The various decisions have turned on what types of data were accessed and how many
customers actually suffered identity theft (or spent money to prevent it) thereafter.2 CareFirst also furthers

the possibility that plaintiffs will forum shop and file data breach class actions in favorable jurisdictions.

1 Attias, et al., v. CareFirst, Inc., No. 16-7108, 2017 WL 3254941 (D.C. Cir. Aug. 1, 2017), rev’g Attias v. CareFirst, Inc.,
199 F. Supp. 3d 193 (D.D.C. 2016).

2 Compare Remijas v. Neiman Marcus Grp., LLC, 794 F.3d 688 (7th Cir. 2015) (finding standing with 9,200 instances
of identity theft after breach affecting 350,000 accounts), Galaria v. Nationwide Mut. Ins., 663 Fed. Appx. 384 (6th
Cir. 2016) (finding standing after data breach affecting 1.1 million people without any allegations of actual fraud or
identity theft) and Lewert v. P.F. Chang’s China Bistro, 819 F.3d 963 (7th Cir. 2016) (finding standing for two
plaintiffs based on an increased risk of fraudulent charges and money spent on fraud prevention) with Whalen v.
Michaels Stores, Inc., 2017 WL 1556116 (2d Cir. May 2, 2017) (dismissing a putative class action brought by a single
plaintiff who did not allege any fraudulent charges after minimal customer data were stolen), Beck v. McDonald, 848
F.3d 262 (4th Cir. 2017) (dismissing a putative class action where there was no actual or attempted misuse of
personal information and no indication that personal information had been targeted), In re Sci. Applications Int’l
Corp. (“SAIC”), 45 F. Supp. 3d 14 (D.D.C. 2014) (two identity thefts out of 4.7 million accounts potentially accessed)
and Antman v. Uber Techs., Inc., No. 3:15—cv—01175, 2015 WL 6123054, at *11 (N.D.Cal. Oct. 19, 2015) (no social
security or credit card numbers stolen).
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Companies should welcome that the district court rejected all but one of the plaintiffs’ claims of injury
resulting from the breach — (i) overpayment for CareFirst’s services, if some of their payment was allocated
to the company’s cybersecurity efforts; (ii) loss of value in their personal data; and (iii) violation of state
consumer protection statutes.3 The district court recognized — and the D.C. Circuit upheld — plaintiffs’

theory of harm based only on their purchase of credit monitoring services to prevent identity theft.

Case Summary

In June 2014, an unknown intruder breached 22 CareFirst computers and reached a database containing the
(allegedly unencrypted) personal data of 1.1 million policyholders. CareFirst did not discover the breach until
April 2015 and notified its customers a month later. Shortly after the announcement, seven CareFirst
customers brought a putative class action, invoking diversity jurisdiction under the U.S. Class Action
Fairness Act, 28 U.S.C. § 1332(d), and raising 11 state-law causes of action, including breach of contract,

negligence, and violation of consumer-protection statutes.

The complaint alleged unauthorized access to customer names, addresses, subscriber ID numbers, and (this
issue was disputed) social security numbers, and that two plaintiffs were already missing their tax refund
checks. The plaintiffs sought to certify a class consisting of all CareFirst customers residing in the District of
Columbia, Maryland, and Virginia whose personal information had been hacked. CareFirst moved to dismiss
for lack of Article III standing and, in the alternative, for failure to state a claim. The district court agreed
that the plaintiffs lacked standing, holding that they had alleged neither a present injury nor a high enough
likelihood of future injury from the incident.4 As for the plaintiffs missing their tax refund checks, the
district court held that this harm was not “fairly traceable” to any action by CareFirst, because the complaint

did not allege that these plaintiffs’ social security numbers were stolen.

On appeal, the D.C. Circuit reversed, finding that the district court gave the complaint an unduly narrow
reading and that the plaintiffs had cleared the low bar to establish standing at the pleading stage. The D.C.
Circuit held that the plaintiffs had Article III standing under Clapper v. Amnesty Int’l,5 based on a

substantial risk of future harm stemming from the data breach.

3 The Second Circuit rejected similar theories of harm in Michaels. 2017 WL 1556116, at *2.

4 Another CareFirst putative class action was brought in the District of Maryland by different plaintiffs who alleged a
similar theory. The Maryland district court reached the same conclusion as the D.C. district court and dismissed the
case on standing grounds. See Chambliss v. Carefirst, Inc, 189 F. Supp. 3d 564 (D. Md. 2016), appeal dismissed (Aug.
31, 2016).

5 133 S. Ct. 1138 (2013). In Clapper, the Court held that a data privacy injury must be “concrete and particularized” for
the plaintiff to have standing. Later, in the 2016 case Spokeo v. Robins, 136 S. Ct. 1540 (2016), the Court clarified that
a technical violation of a statute due to a data breach is not necessarily a sufficient, “concrete” harm to confer
standing, if the plaintiff does not suffer actual injury or “the risk of real harm.”
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The Court indicated that it was plausible to infer that the CareFirst hacker had the intent and ability to
commit identity theft — “Why else would hackers break into a . . . database?” Attias, 2017 WL 3254941 at *6.
The Court also stated that CareFirst need not be the most immediate cause (or even proximate cause) of the
plaintiffs’ injuries to support their claim, if such injuries were “fairly traceable” to CareFirst. The Court
further held that the plaintiffs had sufficiently alleged theft of social security numbers in their complaint.

Finally, the Court noted that the plaintiffs had alleged injuries capable of judicial redress; namely that they
incurred costs (i) responding to the data breach; (ii) acquiring identity theft protection and monitoring; and
(iii) for damage assessment and mitigation.®

6 The D.C. Circuit noted — but deemed unnecessary to address — that two plaintiffs had suffered an actual identity theft
because their anticipated tax refund was now missing. The Court also acknowledged but did not address whether
CareFirst’s alleged violation of state consumer protection law was a distinct injury in fact. Id. at *4, n.2.
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The contents of this publication are for informational purposes only. Neither this publication nor the lawyers who authored
it are rendering legal or other professional advice or opinions on specific facts or matters, nor does the distribution of this
publication to any person constitute the establishment of an attorney-client relationship. Simpson Thacher & Bartlett LLP
assumes no liability in connection with the use of this publication. Please contact your relationship partner if we can be of
assistance regarding these important developments. The names and office locations of all of our partners, as well as our
recent memoranda, can be obtained from our website, www.simpsonthacher.com.
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