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On February 21, 2018, the Securities and Exchange Commission announced it had unanimously approved a 

statement and interpretive guidance to assist public companies in preparing disclosures about cybersecurity 

risks and incidents.1 This guidance expands upon the Division of Corporation Finance’s 2011 guidance 

regarding disclosure obligations related to cybersecurity risks and incidents.2 The release also addresses two 

topics not developed in the Staff’s 2011 guidance: the importance of cybersecurity policies and procedures 

and the application of insider trading prohibitions in the cybersecurity context.3 

Disclosure Obligations 

The SEC’s interpretive guidance describes the “grave threat” cybersecurity risks pose to investors and capital 

markets. Consistent with prior guidance, it reiterates that publicly traded companies should consider the 

materiality of cybersecurity risks and incidents when preparing the disclosures that are required in 

registration statements under the Securities Act of 1933 (“Securities Act”) and the Securities Exchange Act of 

1934 (“Exchange Act”) and periodic and current reports under the Exchange Act. In the Commission’s view, 

although existing disclosure requirements do not specifically refer to cybersecurity risks and incidents, a 

number of the existing requirements impose an obligation to disclose such risks and incidents, depending on 

a company’s particular circumstances, and to correct prior disclosures when necessary. Specifically, the 

interpretative guidance encourages public companies to consider cybersecurity risks as it relates to their risk  

                                                        
1  See SEC Press Release 2018-22 (Feb. 21, 2018), available at: https://www.sec.gov/news/press-release/2018-22.  
 
2  See CF Disclosure Guidance: Topic No. 2–Cybersecurity (Oct. 13, 2011), available at  
    https://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm.  
 
3  See Commission Statement and Guidance on Public Company Cybersecurity Disclosure (Feb. 21, 2018),  
    available at http://www.sec.gov/rules/interp/2018/33-10459.pdf.  

https://www.sec.gov/news/press-release/2018-22
https://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm
http://www.sec.gov/rules/interp/2018/33-10459.pdf
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factor, MD&A, business, legal proceedings and financial statement disclosures, along with their disclosures 

regarding the role of the company’s board of directors in the risk oversight of the company.  

The interpretive guidance provides that, in considering its disclosure obligations, an issuer should consider 

the potential materiality of any identified risk and, in the case of incidents, the importance of any 

compromised information and of the impact of the incident on the company’s operations. According to the 

Commission, the materiality of cybersecurity risks or incidents depends upon their nature, extent, and 

potential magnitude, particularly as they relate to any compromised information or the business and scope 

of company operations. Furthermore, the materiality of cybersecurity risks and incidents also depends on 

the range of harm that such incidents could cause, including harm to a company’s reputation, financial 

performance, and customer and vendor relationships, as well as the possibility of litigation or regulatory 

investigations or actions, including regulatory actions by state and federal governmental authorities and 

non-U.S. authorities. 

Importantly, the guidance states that it is “not intended to suggest that a company should make detailed 

disclosures that could compromise its cybersecurity efforts—for example, by providing a “roadmap” for those 

who seek to penetrate a company’s security protections.” The guidance does say, however, that the 

Commission expects companies to disclose a cybersecurity incident or risk that would be material to its 

investors in a timely fashion and sufficiently prior to the offer and sale of securities and to take steps to 

prevent corporate insiders from trading its securities until investors have been appropriately informed about 

the incident or risk. 

Policies and Procedures 

Disclosure Controls and Procedures.  Separately, the interpretative guidance encourages companies to adopt 

comprehensive policies and procedures related to cybersecurity and to assess their compliance regularly, 

including the sufficiency of their disclosure controls and procedures as they relate to cybersecurity 

disclosure.  In particular, the interpretative guidance suggests that companies should revisit their disclosure 

controls and procedures to confirm that they are designed to “enable companies to identify cybersecurity 

risks and incidents, assess and analyze their impact on a company’s business, evaluate the significance 

associated with such risks and incidents, provide for open communications between technical experts and 

disclosure advisors, and make timely disclosures regarding such risks and incidents.” 

Insider Trading.  The interpretative guidance further addresses the intersection of insider trading and 

cybersecurity risks and incidents.  It provides that “information about a company’s cybersecurity risks and 

incidents may be material nonpublic information, and directors, officers, and other corporate insiders would 

violate the antifraud provisions if they trade the company’s securities in breach of their duty of trust or 

confidence while in possession of that material nonpublic information.” In light of the foregoing, the 

guidance suggests that companies evaluate whether their codes of ethics and insider trading policies 



3 

 

 

Memorandum – February 22, 2018 

Simpson Thacher & Bartlett LLP 

sufficiently “take into account and prevent trading on the basis of material nonpublic information related to 

cybersecurity risks and incidents.”  Moreover, the guidance reminds public companies and persons acting on 

their behalf that they “should not selectively disclose material, nonpublic information regarding 

cybersecurity risks and incidents to Regulation FD enumerated persons before disclosing that same 

information to the public.” 

Significance of the Interpretative Guidance 

While much of the commentary and perspective reflected in the interpretative guidance has been previously 

articulated by Commission staff in recent years, the guidance reflects the Commission’s attempt to 

consolidate its views on a topic that is clearly of critical importance to the agency. 

Of note, the Commission has not to date charged any public issuers with respect to disclosure violations 

relating to cyber incidents, which might reflect both the inherent difficulties in establishing the materiality of 

such events, as well as the absence of a comprehensive statement of regulatory expectations when such 

events occur.   With the issuance of the interpretative guidance, we anticipate that the Commission will be 

more inclined to pursue cyber-related enforcement actions—on both disclosure and internal controls 

theories—to validate the principles articulated in the guidance.  We also believe the Commission’s 

pronounced focus on insider trading in connection with cyber events possibly reflects a perception among 

Commission staff that public issuers and insiders do not equate cyber incidents with the traditional types of 

corporate events and nonpublic information that might presumptively be viewed as material nonpublic 

information.  In this light, SEC investigations relating to cyber events presumably will routinely encompass a 

thorough side-by-side investigation of any trading that occurred in proximity to the cyber incidents and 

related disclosures. 
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For further information about this development, please contact one of the following members of the Firm, or 

any other member of the Privacy and Cybersecurity or Public Company Advisory practices.  

NEW YORK CITY 

Nicholas S. Goldin 
+1-212-455-3685 
ngoldin@stblaw.com  
 
Karen Hsu Kelley 
+1-212-455-2408 
kkelley@stblaw.com  
 
Lori E. Lesser 
+1-212-455-3393 
llesser@stblaw.com  
 
Michael J. Osnato, Jr.  
+1-212-455-3252 
michael.osnato@stblaw.com  

The contents of this publication are for informational purposes only. Neither this publication nor the lawyers who authored 
it are rendering legal or other professional advice or opinions on specific facts or matters, nor does the distribution of this 
publication to any person constitute the establishment of an attorney-client relationship. Simpson Thacher & Bartlett LLP 
assumes no liability in connection with the use of this publication. Please contact your relationship partner if we can be of 
assistance regarding these important developments. The names and office locations of all of our partners, as well as our 
recent memoranda, can be obtained from our website, www.simpsonthacher.com. 
 

http://www.stblaw.com/our-team/search/nicholas-s-goldin
mailto:ngoldin@stblaw.com
http://www.stblaw.com/our-team/search/karen-hsu-kelley
http://www.stblaw.com/our-team/search/karen-hsu-kelley
mailto:kkelley@stblaw.com
http://www.stblaw.com/our-team/search/lori-e-lesser
mailto:llesser@stblaw.com
http://www.stblaw.com/our-team/search/michael-j--osnato-jr-
mailto:michael.osnato@stblaw.com
http://www.simpsonthacher.com/
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