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For a number of years, the SEC’s Office of Compliance Inspections and Examinations (“OCIE”) has made
cybersecurity a key priority in recognition of the risk that cyber threats pose to securities market participants, the
financial markets and the economy. As part of this focus, OCIE has published a number of risk alerts concerning
cybersecurity. As OCIE explains, “in an environment in which cyber threat actors are becoming more aggressive
and sophisticated—and in some cases are backed by substantial resources including from nation state actors—
firms participating in the securities markets, market infrastructure providers and vendors should all appropriately

monitor, assess and manage their cybersecurity risk profiles, including their operational resiliency.”

Yesterday, drawing on thousands of examinations of investment advisers, broker-dealers, and other securities
market participants, OCIE issued examination observations related to cybersecurity and operational resiliency
practices taken by market participants.
The examination observations focus on specific practices in the following areas:

¢ Governance and risk management;

o Access rights and controls;

o Data loss prevention;

¢ Mobile security;

o Incident response and operational resiliency;

e Vendor management; and

¢ Training and awareness.

This memorandum provides a summary of the examination observations report, which is titled “Cybersecurity

and Resiliency Observations” and can be found in full here.

Governance and Risk Management

OCIE observes that effective cybersecurity programs start with the right tone at the top, with senior leaders who
are committed to improving their organization’s cyber posture. It points out that board and senior leadership at

organizations devote their attention to overseeing cybersecurity and operational resiliency programs.
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Organizations are also developing and conducting organization-specific risk assessment processes. In addition,
organizations are regularly testing and monitoring their programs to validate the effectiveness of their
cybersecurity policies and procedures, as well as promptly updating policies and procedures to address any

weaknesses.

Access Right and Controls
OCIE discusses the following strategies for managing an organization’s access rights and controls:

¢ User Access. Developing a clear understanding of access needs to systems and data, including limiting

access to sensitive systems and data and requiring periodic account reviews.

¢ Access Management. Managing user access through systems and procedures that limit access as
appropriate; re-certifying users’ access rights on a periodic basis; requiring strong, periodically changed,

passwords; and utilizing multi-factor authentication (“MFA”).

¢ Access Monitoring. Monitoring user access and developing procedures that monitor for failed login
attempts and account lockouts; properly handling customer requests for user name and password changes
as well as procedures for authenticating anomalous or unusual customer requests; and ensuring that any

changes are approved and properly implemented, and that any anomalies are investigated.

Data Loss Prevention

Data loss prevention typically includes a set of tools and processes to ensure that sensitive data is not lost,
misused, or accessed by unauthorized users. OCIE describes the following data loss prevention measures used by

organizations:
¢ Establishing a vulnerability management program.
¢ Controlling, monitoring, and inspecting all network traffic to prevent unauthorized or harmful traffic.

¢ Implementing capabilities that detect threats on endpoints (for example, products that can identify

incoming fraudulent communications to prevent unauthorized software or malware from running).
¢ Establishing a patch management program covering all software and hardware.

¢ Maintaining an inventory of software and hardware assets, including identification of critical assets and

information.

¢ Using tools and processes to secure data and systems, including encrypting data “in motion” both internally
and externally, encrypting data “at rest” on all systems, and implementing network segmentation and

access control lists to limit data availability to only authorized systems and networks.

¢ Creating an insider threat program to identify suspicious behaviors and creating rules to identify and block

the transmission of sensitive data.
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o Verifying that the decommissioning and disposal of software and hardware do not create system

vulnerabilities.

Mobile Security

To address the unique vulnerabilities that mobile devices and applications may create, organizations have,
according to OCIE, established policies and procedures for mobile device use and manage mobile device use with

mobile device management (“MDM”) applications or similar technology.

Organizations using a “bring your own device” policy also ensure that the MDM solution works with all mobile
phone/device operating systems. Other measures observed by OCIE include implementing security measures,
such as requiring MFA for all users; preventing users from printing, copying, pasting or saving information to
personally owned devices; and ensuring that data on former employees’ devices, or on lost devices, can be

remotely cleared.

Incident Response and Operational Resiliency
OCIE observes that incident response plans tend to include the following elements:
¢ Plans for various scenarios, including procedures that address:

° timely notification and response if an event occurs;
° aprocess to escalate incidents to appropriate levels of management; and
° communication with key stakeholders.

¢ Determining and complying with applicable federal and state reporting requirements for cyber incidents or

events, such as requirements for public companies to disclose material risks and incidents.
¢ Designating employees with specific roles and responsibilities in the event of an incident.

o Testing the incident response plan and potential recovery times, using a variety of methods including
tabletop exercises and assessing the response after any incident to determine whether any changes to the

procedures are necessary.
With respect to operational resiliency, OCIE describes the following strategies:
¢ Identifying and prioritizing core business services.
¢ Understanding how individual system or process failure will impact business services.
¢ Mapping the systems and processes that support business services.
¢ Developing a strategy for operational resiliency with defined risk tolerances tailored to the organization.
¢ Maintaining back-up data in a different network and offline.

o Evaluating whether cybersecurity insurance is appropriate.
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Vendor Management
With respect to vendor management, OCIE has observed the following practices:

o Establishing a vendor management program to ensure that vendors meet security requirements and that
appropriate safeguards are implemented, as well as establishing procedures for terminating or replacing

vendors.

¢ Understanding all vendor contract terms including rights, responsibilities, expectations, and other specific

terms to ensure that all parties have the same understanding of how risk and security is addressed.

¢ Monitoring the vendor relationship to ensure that the vendor continues to meet security requirements and

to be aware of changes to the vendor’s services or personnel.

Training and Awareness
With respect to cybersecurity training and awareness, OCIE describes the following practices:
¢ Training staff to implement the organization’s cybersecurity policies and procedures.

¢ Providing specific cybersecurity and operational resiliency training, including phishing exercises to help

employees identify phishing emails.
¢ Monitoring to ensure employees attend training and assessing the effectiveness of training.

¢ Continuously re-evaluating and updating training programs based on cyber-threat intelligence.

Summary

In sharing these observations from its exams, OCIE encourages securities market participants to review their
practices, policies, and procedures for cybersecurity and operational resiliency. “Recognizing that there is no such
thing as a ‘one-size fits all’ approach,” OCIE believes that an organization can become more secure by assessing its
level of preparedness and implementing some or all of the measures described in the examination observations.
OCIE also stated that it will continue to work with organizations to identify and address cybersecurity risks and
encourages securities market participants to actively engage regulators and law enforcement in this effort. More
broadly, the examination observations signal that cybersecurity and operational resiliency will remain a core

priority of OCIE exams for the foreseeable future.
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